 
INCIDENT RESPONSE POCKET GUIDE
Laminate & Keep Accessible
 
	 FIRST 15 MINUTES
☐ STOP — Breathe. Assess. Don't panic-click.
☐ CONFIRM — Is this real? Check multiple sources.
☐ CLASSIFY — Severity 1/2/3/4? Use matrix below.
☐ NOTIFY — Alert incident commander & on-call.
☐ BRIDGE — Open war room (call/Slack/Teams).
 FIRST HOUR
☐ SCOPE — What systems? What data? What users?
☐ CONTAIN — Isolate affected systems if needed.
☐ COMMUNICATE — Internal stakeholders first.
☐ DOCUMENT — Start timeline NOW. Every action.
☐ VENDOR — Open ticket with affected provider.
 RECOVERY
☐ VERIFY — Confirm root cause before restoring.
☐ RESTORE — Bring systems back incrementally.
☐ VALIDATE — Test functionality before all-clear.
☐ ANNOUNCE — Communicate resolution to all.
☐ POSTMORTEM — Schedule within 48 hours.
	 SEVERITY MATRIX
SEV-1 CRITICAL — Revenue/safety impact. All hands.
SEV-2 HIGH — Major feature down. Core team.
SEV-3 MEDIUM — Degraded service. On-call + 1.
SEV-4 LOW — Minor issue. Normal queue.
 KEY CONTACTS
Incident Commander: ________________
Security Lead: ________________
Comms Lead: ________________
Legal/Compliance: ________________
Executive Sponsor: ________________
 VENDOR ESCALATION
AWS: ________________
Azure: ________________
GCP: ________________
Identity (Okta/Entra): ________________
Critical SaaS: ________________
 COMMUNICATION TEMPLATES
Initial: "We are aware of [issue] affecting [systems]. Team is investigating. Updates every [30] min."
Update: "Root cause identified as [X]. ETA for resolution: [time]. Workaround: [if any]."
Resolved: "[Issue] resolved at [time]. Normal operations resumed. Postmortem to follow."


Remember: Document everything. Blame nothing. Fix forward.
From "When Clouds Fail" by Steve Oppenheim — Print, laminate, post in war room
