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CONTEXT
Background
GlobalTech Manufacturing currently relies on Microsoft Entra ID (formerly Azure AD) as the sole identity provider for all enterprise applications. The July 2024 CrowdStrike incident and subsequent Entra ID outages in Q3 2024 exposed critical single points of failure in our identity architecture.
Problem Statement
When Entra ID experiences an outage, all 47 federated applications become inaccessible simultaneously. During the September 2024 incident, this resulted in: - 4.2 hours of complete operational shutdown - $1.8M in estimated productivity loss - 12,000 employees locked out of all systems - Customer-facing services unavailable for 3.5 hours
Drivers
1. Regulatory Pressure: DORA requirements mandate operational resilience for critical functions
1. Business Continuity: Board mandate for <15 minute RTO on identity services
1. Risk Reduction: Concentration risk identified in Q3 2024 sovereignty assessment
1. Competitive Pressure: Two competitors maintained operations during the September outage

DECISION
We will implement Okta as a secondary identity provider with automated failover capability for Tier 1 critical applications.
Scope
· 12 Tier 1 critical applications (e-commerce, ERP, payment processing, manufacturing execution)
· 8,500 users with Tier 1 access
· Automated failover within 5 minutes of primary IdP failure detection
Architecture
Primary Path: User → Entra ID → Application
Failover Path: User → Okta → Application (activated on Entra ID failure)
Key Design Decisions
1. Active-Passive Configuration: Okta remains in warm standby to minimize licensing costs
1. Automated Detection: Health checks every 30 seconds with 3-failure threshold
1. Selective Failover: Only Tier 1 applications fail over; Tier 2-3 wait for primary recovery
1. User Transparency: Single sign-on experience maintained during failover

ALTERNATIVES CONSIDERED
Option A: Maintain Single IdP (Status Quo)
· Pros: Lower cost, simpler operations
· Cons: Unacceptable concentration risk, regulatory non-compliance
· Decision: REJECTED — Does not meet business continuity requirements
Option B: On-Premises Active Directory Fallback
· Pros: Full control, no additional vendor
· Cons: Requires VPN for remote users, limited modern auth support, high maintenance
· Decision: REJECTED — Poor user experience for 60% remote workforce
Option C: Okta as Secondary IdP (Selected)
· Pros: Modern protocols, cloud-native, proven enterprise scale
· Cons: Additional licensing cost ($420K/year), operational complexity
· Decision: APPROVED — Best balance of resilience and operational fit
Option D: Google Workspace Identity
· Pros: Lower cost, good integration with existing Google tools
· Cons: Limited enterprise federation features, less mature than Okta
· Decision: REJECTED — Feature gaps in privileged access management

CONSEQUENCES
Positive
· RTO for identity services reduced from 4+ hours to <5 minutes
· Regulatory compliance with DORA operational resilience requirements
· Reduced concentration risk in identity layer
· Improved negotiating leverage with Microsoft
Negative
· $420K annual increase in identity licensing costs
· Operational complexity: two IdP platforms to maintain
· Training required for identity operations team
· 6-month implementation timeline
Risks
	Risk
	Probability
	Impact
	Mitigation

	Failover doesn’t activate correctly
	Medium
	High
	Quarterly failover drills

	User confusion during failover
	Low
	Medium
	Communication plan + training

	Okta also experiences outage
	Low
	Critical
	Monitor for correlated failures

	Configuration drift between IdPs
	Medium
	Medium
	Automated sync verification



IMPLEMENTATION
Timeline
	Phase
	Duration
	Deliverable

	Phase 1: Okta Setup
	Weeks 1-4
	Okta tenant configured

	Phase 2: Tier 1 Integration
	Weeks 5-10
	12 applications federated

	Phase 3: Failover Automation
	Weeks 11-14
	Automated detection + switching

	Phase 4: Testing
	Weeks 15-18
	DR drills completed

	Phase 5: Production
	Week 19+
	Full operational capability


Success Criteria
· ☐ Failover completes in <5 minutes during drill
· ☐ All 12 Tier 1 applications accessible via Okta
· ☐ Zero user-reported authentication failures during failover
· ☐ Failback to Entra ID completes in <10 minutes
Resources Required
· Identity Engineering: 2 FTE for 6 months
· Application Teams: 0.5 FTE per app for integration
· Budget: $840K (licensing + implementation)
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